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Section 1: Cybersecurity of digital products and the users of digital products

This section contains questions on the state of cybersecurity of digital products marketed in the
European Union and users’ ability to choose secure products and use them in a secure manner, and
the role that vendors can play in securing products and providing cybersecurity related information on

their products.

Sub-section 1.a. — The state of cybersecurity of digital products

Q1: In your view, what is the overall level of cybersecurity of digital products marketed within the
European Union (on a scale from 1 to 5 with 5 indicating a very high level of cybersecurity)?

EUBATHRESN TS T ORILEGD YA /N\—EX ) TALNILEERIZDONT, 5 BREETRLTTS
Ly, (1~5T)

Q2: In your view, during the last five years, how has the level of risk of cybersecurity incidents
affecting digital products evolved?

BESEMIZ. TOAINRHRIICEETBRHA/IN—EX2)TAATUORDLARIIZDNT, EDLSIC
oL FET M, SEEETRLTTELY,

Sub-section 1.b. — Consequences of cyber incidents and non—secure digital
products

Q3: How would you evaluate the actual impact of cybersecurity incidents affecting digital products
on you or your organisation (on a scale from 1 to 5 with 5 indicating a very high negative impact)?

HE-BEOHE-OHEBOTOAIINERICHEEEZ DT AN—ATURDEBDO A NI L
TOROFPFTRLTTFEL, (1~5D5RET)



Don't know /
no opinion

Financial cost of implementing measures to respond to a cybersecurity
incident

Financial cost of disruption (e.g. due to a ransomware attack)
Reputational damage

Compromising the security of our economy and society
Damage to health and life

Damage to fundamental rights (e.g. privacy, protection of personal data,
consumer protection)

Environmental damage

Q4: In your view, if a digital product is not cyber secure, how does it impact the user (on a scale
from 1 to 5 with 5 indicating that you fully agree)?
TORNEENEF 1T THRMEER ., 21—~ TEDKIGAV I EZLHERWET D,
5 Don't know /
no opinion
The user bears additional cost when affected by a cybersecurity incident |

The user bears additional costs due to highly priced cybersecurity
insurance

The user bears additional costs due to the need to deploy highly priced
technical security solutions

Sub-section 1.c. — Trust, cybersecurity awareness and capabilities of users

Q5: To what extent do you agree with the following statements as regards your awareness and
understanding of cybersecurity properties of digital products (on a scale from 1 to 5 with 5
indicating that you strongly agree)?

TOANWEBDYAN—X2)ToHFEITOVTORHBEERICAL T LTORENERICEDTE
E.BRLEIHM, (1~50 5 KFET)



Don't
know /
no
opinion
In general terms, | am aware of the cybersecurity risks associated with digital
products

There is sufficient and clear information made available on the cybersecurity
properties of digital products

| understand the cybersecurity properties | should expect from a product and
have the skills to operate it securely

| value aspects of usability and price of a digital product higher than its
cybersecurity features

Sub—section 1.d — The role of vendors in providing secure digital products

Q6: To what extent do you agree with the following statements on the role of the vendors? Please
rate the following statements on a scale from 1 to 5 (with 5 indicating that you strongly agree).
RUF—DERENETHIUTOERKICOVNT. EDEE. HERILEFT M., (1~50 5 EEFET)
Don't
know /
no
opinion
Vendors of hardware are addressing effectively cybersecurity vulnerabilities
and incidents affecting their customers

Vendors of software are addressing effectively cybersecurity vulnerabilities
and incidents affecting their customers

Q7: If you are a vendor: which of the following aspects have the biggest impact on your decision
related to cybersecurity of your digital product?

LU, LRV —DIGEE . HE-OTOFLVERICE T M\ —tX 1 T4ICETHERIC
RUEEEZEZALERFILUTOIENTIMN?

Not Don't
Very Neither | Not too know /
Relevant relevant
relevant nor relevant no
at all .
opinion

The potential reputational damage and the loss
of trust of the users following an incident

Customer expectations, including contractual
obligations

Public procurement practices (e.g. guidelines)



Q8: To what extent are hardware manufacturers and software developers taking the cybersecurity
of their digital products into account in each of the following phases of the product lifecycle (on a
scale from 1 to 5 with 5 indicating that cybersecurity is taken very seriously)?
N—ROTF7EEFEOCY I TRAEEIL. BROSATFAIINIZEITIUTOEI—XIZENT
EDRETIOIINHRIIBTEYAN—tF2)T14EEZBELTOVET M, (1~50 5 EFET)

112 |3 |4 |5 | Don'tknow / no opinion
Design | ool
Development
Delivery of the product on the market

Maintenance and evolution of the product (e.g. after-sale)

Ot/ a2 FUAINHRIZEITEIHA/IN—EF 1T/ ORE
Section 2: Improving the cybersecurity of digital products

This section explores various policy options to improve the cybersecurity of digital products. This
includes also questions on the types of products to be covered by an intervention, on other relevant

legislation, on security requirements, on risk as well as ways to assess the conformity of manufacturers.

Sub-section 2.a. — Exploring ways to make digital products more secure

Q9: To what extent do you think that the following measures could be effective in raising the level
of cybersecurity of digital products marketed in the Union (on a scale from 1 to 5 with 5 indicating
that a measure would be very effective)?

EUBATIRFESN TS T ORILERIZE T A /N\—tFa) T4DLARN)LEALEELETUTD
FTENEDRENRMEERVET M, (1~5D5EFET)

Don't
know /
no
opinion
Guidelines or recommendations for the development of secure digital products
issued at EU level addressed to vendors

Further voluntary European cybersecurity certification schemes for digital
products and services

EU public procurement guidelines taking into account cybersecurity
requirements

Amending existing legislation regulating specific products with a digital
dimension (such as the legislation on lifts or gas appliances)

Introducing mandatory horizontal cybersecurity requirements for hardware
products

Introducing mandatory horizontal cybersecurity requirements for software
products



Q10: How would you assess the impact of the following measures on the level of cybersecurity of
digital products and of the consumers/organisations using such products (on a scale from 1 to 5
with § indicating that a measure would have a very high impact)?
TOANEBOEINEFERTHIHEEMBOY AN\ —X2 ) TALRIVICEALT UTOHEEE
DREEDAV NI HHEFHELET D,
Don't
know /

no
opinion
Require vendors to make available information and provide instructions on

securely installing, operating and using the product in question

Require vendors to take corrective actions (such as patching, recalling or
withdrawing a product) when a product is found to be not secure

Sub-section 2.b. — Exploring ways to make users more aware

Q11: How would you assess the relevance of the following measures for the users’ ability to evaluate
the cybersecurity properties of a digital product and to make better informed purchase or usage
decisions (on a scale from 1 to 5 with 5 indicating that a measure is very relevant)?

TOANERDOYAN—Xa) T FEEFFML. +HHFERICEDVTHEARIIFERTIRIZET
BL—H—DEENIZHL. U TDHENEDIREBET HEBNETH, (1~50D 5 ERET)
Don't
know /

no
opinion

Making available technical documentation (containing information to
demonstrate the conformity of the product to the applicable requirements) on
the cybersecurity properties of a product (such as on risks and proper use)

Making available EU Declaration of conformity (stating that all the relevant
requirements of the applicable legislation are satisfied)

Affixed symbol of compliance (such as CE marking)

Training on the secure use of digital products

Sub-section 2.c. — Digital products to be covered by a European initiative

Q12: To what extent do you agree that subjecting certain products marketed in the Union to
cybersecurity requirements would be effective (on a scale from 1 to 5 with 5 indicating that you
strongly agree)?

EUBN CERFEEIN TWWVAU TR RZH M /N\—t X ) TABEHICESFEIEERIEATRMTH S &L
SRICEDEEZERLET N, (1~50D 5 EXET)



1 2|3 4 |5 Don'tknow/no opinion
Hardware products o] |
Embedded software
Ancillary services
Hardware products subject to higher cybersecurity risks
All standalone software products

Software products subject to higher cybersecurity risk

Sub-section 2.d. — Existing legislation on the cybersecurity of digital products

Q13: To what extent do you agree with the following statements about how cybersecurity is
addressed in existing EU legislation (e.g. the General Product Safety Directive and the Machinery
Directive, both currently under review; the Delegated Regulation of 29 October 2021 under the
Radio Equipment Directive) (on a scale from 1 to 5 with § indicating that you strongly agree with a
statement)?

BIFE®D EUESIZE T AN—X T4 DHFWNIZDNWT UTOREHKICEDEEZERLETH,
(B IRELE2—FD—RERZTLIES. BIIES. RUEBRHEIIESICEDC2021 £ 10 A 29 H
DEEFA]) (1~50 5 BET)

Don't
know /
no
opinion

Existing EU regulation appropriately addresses cybersecurity of tangible digital
praducts (hardware) throughout their lifecycle

Existing EU regulation appropriately addresses cybersecurity of intangible
digital products (software) throughout their lifecycle

Existing EU reguiation appropriately addresses all relevant cybersecurity risks
(material and non-material damages) related to the use or misuse of a digital
product

Q14: In the absence of horizontal cybersecurity requirements at European level, Member States
could adopt national laws placing certain requirements on vendors. To what extent do you agree
that there is a risk of increasing costs and legal uncertainty for market stakeholders, in the absence
of an EU initiative? (on a scale from 1 to 5 with 5 indicating you fully agree)?

BRI LRIV TOKFERGEY A N—X 1) T BN EMES  EUMBERIER S —ICHEDESLE
RITERNEZRRATIAERELAHYET . COKSHTEU DA TT4ITHEWNGEE . fIEDRT—IH
IWE—(2E-T, ARMDEMOEM T EEENECIVRINDHDEICENDEEZRLETH, (1~
5MD5EXMET)



Q15: If you are a vendor: are your digital products subject to legal requirements as regards their
cybersecurity? In your answer, please take into account European, national but also legislation
stemming from third countries.

LU, LRV —DIHE . HE-OTOFIIERIE EUES-BERE- EZEOETOY A/ —
X ) TAICBET HENEREETFLTLET M. (Yes/No)

Sub-section 2.e. — Cybersecurity requirements for digital products

Q16: Should hardware manufacturers and software developers be responsible for the full life cycle
of a digital product (such as by being required to provide updates)?

N—F I 7HEEOY IV TREBETOANEBEDSATH AL ETIZERZRINEEEL
FIN? BIAL. EFZRMTHLEMRLE) (Yes/No)

Q17: To what extent can the following approaches contribute to the cybersecurity of a digital
product (on a scale from 1 to 5 with 5 indicating that a measure would be very effective)?
TOANHRIZBITEFAN—EX2)TADEHIZ. UTOT7TO—FHREDEEEMTHIERNET
e (1 ~5D5EERET)

Don't
know /
no
opinion

Cybersecurity is taken into account during all phases of the development
process (security by design)

Products are placed on the market with the most secure settings enabled by
default (security by default)

Hardware manufacturers and software developers should make available to
relevant stakeholders (e.g. end-users) a list containing the details and supply
chain relationships of various components used in building the digital product
(so-called (Software) Bill of Materials)

Products should be designed in such a way that they are fully updatable

Hardware manufacturers and software developers provide updates when
vulnerabilities are discovered, including after a product has been put on the
market

Hardware manufacturers and software developers should provide updates free
of charge

Hardware manufacturers and software developers facilitate vulnerability
disclosure (e.g. by public authorities; independent researchers)

Products must feature all the necessary functional (e.g. two-factor
authentication) and non-functional (e.g. resilience against DDoS (Distributed
Denial of Services) attacks) security requirements



Sub—section 2.f. — The role of risk

Q18: Under this initiative, hardware manufacturers and software developers would need to
demonstrate their compliance with cybersecurity requirements. Should digital products with a higher
risk be subject to a stricter process of demonstrating conformity with these requirements?

ARAZOTTAT Tl N—F Oz 7REEFEEV I TREEIL. M/ —X 2 ) TAEHEADEH
FERIITAVHENHYET  VRIDBWNTOAINERIE, CNCDBHEADBEEHFEILT A-HIZEKY
G TOEADXMRETREEBNETH, (Yes/No)

Sub-section 2.g. — Demonstrating compliance with security requirements

Q19: How would you assess the following statement regarding self-declaration as a way for
hardware manufacturers and software developers to demonstrate compliance with security
requirements (on a scale from 1 to 5 with 5 indicating that you strongly agree)?

N—FR Iz F7EEBEVIN I THREENEX LT BB ~DERNEEITLHHEELT. BEEEIC
BT OAUTDRELZEDLIITFHELFET M, (1~50D 5 EERET)
Don't
know /

no
opinion

A self-declaration of conformity by a hardware manufacturer or software
developer gives a sufficient confidence that security reguirements are met

Q20: If you consider that self-declaration is not enough to demonstrate compliance with security
requirements, do you think that the involvement of a third party should be required under certain
circumstances?

XAV TAERADENETELTAAEELT. BEEENT T THAHEZEZDGE . FEDKIR
TCRHE=ZERBOESNIBELZEBNET D, (Yes/No)

Ot/ av 3 BENLGRHEBEDRAT—IHRILET—~DEE
Section 3: Stakeholder impact of potential regulatory measures
This section focuses on the EU added value and estimated impacts of potential measures on stakeholders.

Sub-section 3.a. — Relevance of horizontal requirements for digital products at
European level
Q21: To what extent do you agree with the following statements that look into the potential effectiveness

of an EU initiative on horizontal (cross—sectoral) cybersecurity requirements?

IKFH (3 EAERTR) G AN —tF a2 ) TABEHICET S EU DA 7 T4 DR ENGENMEER
AT A-HDLUTDERRICEDREERRLET .



Don't

S.trongiy Disagree | Agree Strongly | know /
disagree agree no

opinion

Cyber risks can propagate across borders and sectors at
high speed, which is why cybersecurity rules for digital
products should be aligned at Union level

Horizontal cybersecurity requirements for digital products
would increase awareness of users when it comes to
cyber risks

Horizontal cybersecurity requirements for digital products
would enhance and ensure a consistently high level of the
security of digital products and ancillary services

Horizontal cybersecurity requirement would improve the

functioning of the internal market by levelling the playing

field for vendors of digital products and ancillary services
as regards cybersecurity features

Q22: The EU Action Plan on synergies between civil, defence and space industries underlines the
importance of promoting and applying common standards across sectors and the increased
relevance of digital products that are used both in a civilian and military context (‘dual-use
products’). To what extent could horizontal requirements applying to digital dual-use products
contribute to moving the security performance of such products closer to the needs of the defense
community and to raising the overall level of cybersecurity in civilian uses (on a scale from 1 to 5
with § indicating a very positive contribution)?

R B FHEXBOHERNRICET S EU THEEIX. 2 FEMOXBORELZHEERT
HLENEENLE RE-EFOMADXARTERASNSTOAIIEG (TaTIL-1—RAER) DEEM
DR EZEALTNET, TOAINTATILA—RABRITHEASNAIKEHERE. TOLILGHHED
XA TANTH—TUREHRBERDO=—XITED T, RERZEO YA /N\—tEF 1T DEEM%E
LARIALIZEDIERERMTELERNVET L, (1~50 5 EEfET)

Sub-section 3.b. — Impact on your organisation in terms of cost

Q23: How would you assess the impact of the following types of intervention on the costs of your
organisation (on a scale from 1 to 5 with 5 indicating that the intervention would be very costly)?

LUTDAATDNAIZDNT, #DARMNIEZ BEEEZEDKSIZEFMLET M, (1~50 5 ExfE
T)



Don't
know /
no
opinion

Guidelines or recommendations for the development of secure digital products
issued at EU level addressed to vendors

Further voluntary European cybersecurity certification schemes for digital
products and services

EU public procurement guidelines taking into account cybersecurity
requirements

Amending existing legislation regulating specific products with a digital
dimension (such as the legislation on lifts or gas appliances)

Introducing mandatory horizontal cybersecurity requirements for hardware
products

Introducing mandatory horizontal cybersecurity requirements for software
products

Sub-section 3.c. — Regulatory burden and costs for small and medium-sized
companies
Q24: Which of the following approaches would in your view ensure that small and medium-sized hardware

manufacturers and software developers, including individual entrepreneurs, are subject to proportionate
obligations (balance between administrative burden and compliance costs on the one hand and a high
level of cybersecurity on the other hand) under a European legislation introducing mandatory horizontal
cybersecurity requirements (on a scale from 1 to 5 with 5 indicating that you strongly agree with a

statement)?

YA =2 FAZB KT OERFABMHERY AT U ERIHNT AAEERES TS
INON—FD 7 BEE DY IO THRENE OREOEHEAIAEEELET D, (THMASE
HOTLTSATURAREBL AL TOYA S~ F 2T EE NSRS HRKT) (1~50 5 B
)

Don't
112 3 4|5 | know/no
opinion

Subject small and medium-sized companies to the same obligations as
larger companies

Introduce simplified procedures to demonstrate conformity for small
companies and individual entrepreneurs

Sub—-section 3.d. — Impact on competition

Q25: An EU initiative laying down mandatory horizontal cybersecurity requirements would apply to all

vendors placing products on the internal market, irrespective of their origin and location. To what extent



would you agree with the following statements regarding the impact on competition of such an initiative

(on a scale from 1 to 5 with 5 indicating that you strongly agree with a statement)?

HAN—Fa)TAIZBITHKFHGTRFBEHERET D EU AT T4 (3. BB DIREHOIFAT
[CBHLT ., BREERATSBICEHT322TORVS —ISHEBASNET , TDLIBAZUT T4 D5
SIRBICEDEELELEZLHEBVETH, (1~50 5 EET)
Don't
know /

no
opinion

Mandatory cybersecurity requirements will put smaller hardware manufacturers
and software developers at a disadvantage compared with larger competitors

Mandatory cybersecurity requirements will put EU manufacturers and software
developers at a disadvantage on the non-EU markets compared to non-EU
competitors that are not subject to such requirements

Sub-section 3.e. — Impact on fundamental rights

Q26: To what extent to you agree with the following statements regarding the impact of horizontal
cybersecurity requirements on fundamental rights (on a scale from 1 to 5 with 5 indicating that you

strongly agree with a statement)?

EARMEFICEL., KEMEHAN—EF 1) TABEHEDZEIZTDONT, ROZBHEHICEDIEEZERILE
IhH, (1~50D5RRET)

Don't

know /

no

opinion
Horizontal cybersecurity requirements for digital products would enhance

protection of privacy and personal data

Horizontal cybersecurity requirements for digital products would ensure a high
level of consumer protection

Ot/ ava: Fnih
Section 4: Other issues

This section focuses on cybersecurity challenges for the internal market other than those related to
digital products.

Q27: In addition to the issues above, are there other cybersecurity related challenges not directly linked
to the cybersecurity of products that you think the Cyber Resilience Act should include to enhance the

cyber resilience of the internal market? Please elaborate

FRORBITMAT, HEDHFAN—tF2TAICEZEIBERLGEVEDDYAN—L DTV REIC
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